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DETAILED ACTION 

1 . Applicant's arguments filed February 26, 2007, have been fully considered but 
they are not persuasive. 

2. Claims 1, 2, 4-6, 8, and 10-15 are pending and have been examined. Claims 3, 
7, and 9 have been cancelled. 

Response to Amendment 

3. Applicant's arguments with respect to the prior art have been considered but are 
moot in view of the new ground(s) of rejection. 

Continued Examination Under 37 CFR 1.114 

4. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.1 14, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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6. Claims 1, 2, 4-6, 8, and 10-15 are rejected under 35 U.S. C. 102(e) as being 
anticipated by Lee et al. (US Patent 6,950,941, hereinafter Lee). 
Regarding claims 1, 4, and 5, Lee teaches 

an information processing apparatus for carrying out secure transmission 
of content to another apparatus over a network, said information 
processing apparatus comprising (abstract): 
an encryption unit operable to encrypt the content (col. 7, lines 1-45); 
an authentication unit operable to receive authentication information from 
the another apparatus when the another apparatus requests permission 
to receive the encrypted content, and to determine whether the 
authentication information is valid (abstract); 

a first obtaining unit operable to obtain identification information of the 
another apparatus from the authentication information when the 
authentication information is valid and to determine whether the 
identification information of the another apparatus is already stored in a 
storage unit (col. 7, lines 46-67, col. 8, lines 1-50); 
a transmitting unit operable to transmit a decryption key needed to 
decrypt the encrypted content to the another apparatus when the 
authentication information is valid and a count of a total number of 
apparatuses having permission to receive the encrypted content is less 
than a maximum value (abstract, col. 8, lines 43-67); 
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a first counting unit operable to increment by one the count of the total 
number of apparatuses having permission to receive the encrypted 
content when the identification information of the another apparatus is 
not already stored in said storage unit and the count of the total number 
of apparatuses having permission to receive the encrypted content is 
less than the maximum value (abstract, col. 9, lines 54-67); 
said storage unit being operable to store the identification information of 
the another apparatus when the identification information of the another 
apparatus is not already stored in said storage unit (col. 8, lines 20-55); 
and 

an information updating unit operable to delete the identification 
information stored in said storage unit and to reset the count of the total 
number of apparatuses having permission to receive the encrypted 
content when the decryption key needed to decrypt the encrypted 
content is changed (col. 9, lines 54-67, col. 10, lines 1-45). 
Regarding claims 6, 10, and 11, Lee teaches 

an information processing apparatus for carrying out secure receiving of 
content from a first apparatus over a first network connection and for 
carrying out secure transmission of the content to a second apparatus 
over a second network connection, said information processing 
apparatus comprising (abstract): 
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a first transmitting unit operable to transmit to the first apparatus a 

request for permission to receive the content (col. 9, lines 3-60); 

a first authentication unit operable to perform a first authentication 

procedure with the first apparatus (col. 9, lines 3-60); 

a receiver operable to receive a first decryption key needed to decrypt 

the encrypted content from the first apparatus when the first 

authentication procedure is successful (col. 11, lines 15-55); 

a decryption unit operable to use the first decryption key to decrypt 

encrypted content received from the first apparatus (col. 11, lines 15- 

55); 

a reencryption unit operable to reencrypt the decrypted content (col. 11, 
lines 15-55, col. 12, lines 20-45); 

a second authentication unit operable to receive authentication 
information from the second apparatus when a request for permission to 
receive the content is made from the second apparatus and to determine 
whether the authentication information is valid (col. 11, lines 15-55); 
a first obtaining unit operable to obtain identification information of the 
second apparatus from the authentication information is identification 
information when the authentication valid and to determine whether the 
information of the second apparatus is already stored in a storage unit 
(col. 8, lines 1-65); 
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a second transmitting unit operable to transmit a second decryption key 
needed to decrypt the reencrypted content to the second apparatus 
when the authentication information is valid and a count of a total number 
of apparatuses having permission to receive the reencrypted content is 
less than a maximum value (abstract, col. 8, lines 43-67); 
a first counting unit operable to increment by one the count of the 
number of apparatuses having permission to receive the reencrypted 
content when the identification information of the second apparatus is not 
already stored in said storage unit and the count of the total number of 
apparatuses having permission to receive the reencrypted content is less 
than the maximum value (abstract, col. 8, lines 43-67); 
said storage unit being operable to store the identification information of 
said second apparatus when the identification information of the second 
apparatus is not already stored in said storage unit (col. 8, lines 20-55); 
and 

an information updating unit operable to delete the identification 
information stored in said storage unit and to reset the count of the 
number of apparatuses having permission to receive the reencrypted 
content when the second decryption key needed to decrypt the 
reencrypted content is changed (col. 9, lines 54-67, col. 10, lines 1-45). 
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Regarding claims 2, 14, and 15, Lee teaches wherein the another apparatus is 
operable to transmit the encrypted content to a plurality of further apparatuses over the 
network, and said information processing apparatus further comprises (abstract): 
a second obtaining unit operable to obtain a first value and a second 
value from the another apparatus when the authentication information is 
valid, the first value being a number of apparatuses in the plurality of 
further apparatuses that are newly requesting permission to receive the 
encrypted content, and the second value being a total number of 
apparatuses in the plurality of further apparatuses (col. 9, lines 35-67); 
and 

a second counting unit operable to increment the count of the total 
number of apparatuses having permission to receive the encrypted 
content by the first value when (i) the sum of the first value and the count 
of the total number of apparatuses having permission to receive the 
encrypted content is at most equal to the maximum value and (ii) the 
identification information of the another apparatus is already stored in 
said storage unit (col. 9, lines 35-67), 

said second counting unit being operable to increment the count of the 
total number of apparatuses having permission to receive the encrypted 
content to receive the encrypted content by the second value when (i) 
the sum of the second value and the count of the total number of 
apparatuses having permission to receive the encrypted content is at 
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most equal to the maximum value and (ii) the identification information of 
the another apparatus is not already stored in said storage unit (col. 9, 
lines 35-67). 

Regarding claim 8, Lee teaches a third transmitting unit operable to transmit, to 
the first apparatus, the count of the number of apparatuses having permission to receive 
the content (col. 9, lines 35-67). 

Regarding claims 12 and 13, Lee teaches wherein the authentication 
information includes first authentication information and second authentication 
information, and said authentication unit includes (col. 10, lines 25-55): 

- a first authentication subunit operable to receive the first authentication 
information from the another apparatus when the another apparatus requests 
permission to receive the encrypted content, and to determine whether the 
first authentication information is valid (col. 10, lines 25-55); and 

- a second authentication subunit operable to transmit a request for the second 
authentication information to the another apparatus when the first 
authentication information is valid, to receive the second authentication 
information from the another apparatus, and to determine whether the second 
authentication information is valid (col. 10, lines 35-67); 

- said transmitting unit being operable to transmit the decryption key to the 
another apparatus when the second authentication information is valid and 
the count of the total number of apparatuses having permission to receive the 
encrypted content is less than the maximum value (col. 11, lines 1-55). 
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Conclusion 



7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571)272- 
5861. The examiner can normally be reached on Monday-Tuesday and Thursday- 
Friday. 

8. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

9. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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